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Kuaishou Log Management Specifications

These specifications aim to ensure that the log retention of the Group complies with the
basic requirements for Internet operation security under item (3) of Article 21 and the legal
liability provisions of Article 59 of the Cybersecurity Law of the People’s Republic of
China. In addition, retention of Internet logs is an important basis and guarantee for public
security authorities to investigate Internet crimes according to the laws. The Company shall
ensure that the Internet logs of criminals can be identified accurately and in a timely manner
in order to provide a strong support for the next step of investigation by the public security
authorities.

This mechanism is applicable to all employees of Kuaishou and its related companies and
regional branches (branches, offices and representative offices), as well as third-
party personnel who provide services (including but not limited to suppliers,
dispatched labor and interns). It is also applicable to the audit requirements of the
business system logs of the Company, including the implementation rules for log
recording requirements of business systems and hosts.

Through establishing log specification standards, it is ensured that all the logs of business
lines can be reasonably recorded according to the specifications. The specifications set out
the responsibilities of security panels and business departments, establish log management
principles such as backup storage, limited access scope, desensitization of sensitive
information, anti-tampering and retention dates, and regulate the log format to ensure
reasonable log records and backups. As such, these specifications can play a significant
role in emergency response to security incidents.
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